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Using Respondus LockDown Browser

Before Getting Started

To ensure you are ready to use Respondus LockDown Browser, you must meet the following
requirements before you begin:

1. LockDown Browser app installed and local admin account required
a. You should already have the Respondus LockDown Browser installed before going any

further.
b. A local admin account is required to run the program. Most likely it will be the same

account you used for the installation process.

2. Webcam and microphone required
a. As part of the monitoring, a webcam and microphone are required.
b. These will be tested during the initial check before you begin the test/quiz.
c. You may use a built-in webcam/microphone if your computer has that already, or you
may connect a webcam and microphone to your computer to use.

3. Photo ID required
a. As part of the ID verification, you will need to take a picture of your photo ID.
b. You may use your Wilmington University student ID, driver’s license, or other legal form

of photo ID.

Open Respondus LockDown Browser
1. Open the LockDown Browser app by double-clicking the desktop icon.

*If you don’t see a desktop icon, you can search for it with the search bar (Windows) or Spotlight (Mac).
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Admin Approval to Run the App
Option 1 (Signed in as a local admin):
1. Click “Yes” to approve running the app.

User Account Control

Do you want to allow this app to make
changes to your device?

1?} LockDown Browser

Verified publisher: Respondus, Inc. 1
File origin: Hard drive on this comp

Show more details

]

Option 2 (Not signed in as a local admin):

1. Enter the user name of the local admin.
2. Enter the password of the local admin.
3. Click “Yes” to approve running the app.

User Account Control

Do you want to allow this app to make
changes to your device?

{?’} LockDown Browser
1

Verified publisher: Respondus, Inc.
File origin: Hard drive on this computer

Show more details 1

To continue, enter an admin user name and passwors'.
‘ l_l.\ﬁr name T

o= 2
‘ Password P

Domain:

More choices

Wilmington University | edtech@wilmu.edu 2
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Close Unapproved Processes/Applications

When you first open Respondus LockDown Browser, it will provide pop-up alerts for each of the
processes/applications that must be closed. These must be closed to continue as they are not permitted
to run while using LockDown Browser.

1. For most alerts, you will just need to click “Close Process.”

LockDown Browser - Version 2.0.6.08

You must dose the following program before starting LockDown
Browser:

SF-Zoomer
(Zoom.exe)

Do you want Respondus LockDown Browser to attempt to dose this
program for you?
Close Process Exit LockDown Browser

R

2. In some cases, you will get a warning to exit LockDown Browser so you can safely close the
program yourself. For this example, we are going to click “Exit LockDown Browser” so we can
close Outlook ourselves.

a. Check to see if there is anything you need to save in Outlook before closing it.
b. Right-click the Outlook icon in the task bar.
c. Click “Close Window” and then you can open LockDown Browser again.

New Appointment
LockDown Browser - Version 2.0.6.08 X ‘
% New Meeting
Outlook must be dosed.

Select "Exit LockDown Browser™ to dose Outlook yourself, New Contact

Select "Close Outlook” to shut down Outlook automatically. (Note that
problems can occur if Outiook is automatically shut down while a process is in
progress, such as sending or receiving emails.)

New Task

Outlook

Close Outlook

Unpin from taskbar

Close window k

2
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Close Unapproved Processes/Applications (continued)

3. Other times, you may get a warning for a program you must close that LockDown Browser is

unable to close itself.
a. Click “Ok.”
b. This will close LockDown Browser.
c. Close the application that the message said and then you can open LockDown Browser

again.

LockDown Browser (2.0.6.08)

You must close the following program(s) before starting the browser:
Micorsoft PowerPoint (POWERPNT.EXE)

3 o]

4. |If you still get warnings of programs to close that you don’t see open, check the Task Manager
and close them from there.
a. Press the keys [Ctrl] + [Shift] + [Esc] (Windows) or [CMD] + [ALT] + [ESC] (Mac).
b. Find the program you need to close and click on it.
c. Then click “End Task” (Windows) or “Force Quit” (Mac).

L4 Task Manager
File Options View

Processes Performance App history Startup Users Details Services

A

Name

Apps (10)

@ Google Chrome
&: Microsoft Excel
ﬂ?\ Microsoft Outlook -
ﬂ;] Microsoft Word

> (8 Skype for Business

4b
—x h

t4 Task Manager

Fewer details ¥ End task

Once the unapproved processes and applications are closed, you will be able to proceed further when
you open LockDown Browser.

Wilmington University | edtech@wilmu.edu 4
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Sign In

1. Enter your WilmU email address.
2. Click “Next.”

A WILMINGTON
UNIVERSITY

Sign in with your Wilmington University Email
Address (example@wilmu.edu or
example@my.wilmu.edu)

someone@example.com /—

-~

Need to reset your password? Click here
Need to change your password? Click here

3. Enter your WilmU account password.
4. Click “SignIn.”

A WILMINGTON
UNIVERSITY

e( example@my.wilmu.edu ]

Password

Wilmington University | edtech@wilmu.edu 5
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Go to Course

1. Click the course on your dashboard that has a test/quiz you will need to complete with
Respondus LockDown Browser.

Account

b
Dashboard Da Shboafd

2

[

0
o
e
]
w
Il
w

ED

S

Student Course with Respondus L..

o
& =

Go to Modules

1. Click “Modules” on the left-hand side of the course navigation.

Home Recent Announcements

Account A t
nnouncements f &
= Wahcam and Testing Requirement

%

Syllabus dents taking this online section wil
Dashboard

Modules K ——

iic Needs Policy
Discussions

0O
o
[
5
"
53
w

iic Needs Policy: Your safety and w|

Grades

]

0
-
n
2
(7]
-

Zoom

Student Course with Respo

En

My Media

Browser
N

- 2

People

Online Tutoring

=
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Start Here Module

1. Scroll down to the “Start Here” module.
2. If you haven't already, you can click “Webcam and Testing Requirements for Students” to review
additional information.
3. Click “Respondus Practice Quiz (“Webcam”) — Requires Respondus LockDown Browser +
Webcam.”
a. The practice quiz is good for all students to take to make sure LockDown Browser works
on your device and to see what the testing experience will be like in LockDown Browser.

[/} Course Chair Contact Information

1

.

« Start Here ™%
Course Overview
IMPORTANT COURSE INFORMATION 2
‘Webcam and Testing Requirements for Students —_— 3

Respondus Practice Quiz (**Webcam**) - Requires Respondus LockDown Browser + Webcam &

Opts

Quiz Settings and Instructions

1. Be sure to review the quiz settings for any quiz/test, especially the time limit and number of
attempts allowed.

2. Read the instructions. There may be special guidelines you need to follow while completing the
quiz/test.

3. When you are ready, click “Take the Quiz.”

Respondus Practice Quiz (**Webcam**) - Requires
Respondus LockDown Browser + Webcam

1 Due No due date Points O Questions 5 Time Limit None
Allowed Attempts Unlimited Requires Respondus LockDown Browser

Discussions
Instructions
This is a practice quiz so you can see how Respondus LockDown Browser works. Please note

this quiz is not graded. It will simply allow you to test out the software before you use it for a
graded exam.

3 S Take the Quiz

Attempt History

Wilmington University | edtech@wilmu.edu 7
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Terms of Use

1. Read the Terms of Use.
2. When finished, click “Agree.”

@& LockDown Browser

Terms of Use 1

RESPONDUS MONITOR
STUDENT TERMS OF USE

Last Updated: March 16, 2021

These Terms of Use ("Terms"), which incorporate the Respondus Help Center Terms of Use ("Help

us Monitor, you agree to
EEA, and if under the age
ocated in the United States of America, such Terms have been agreed to by your parent or guardian

Respondus Monitor Is a cloud-based service ("Respondus Monitor Services”) and software (‘Respondus
Monitor Software™) (also coll referred se Terms as “Re: at work
stux ting or asses

such sessions. The purg

individuals / students a

deter inappropriate bef

The Respondus Help C¢ re functions as a part of the Respondus Monitor Services -

Webcam Check

1. You want to make sure you see a preview of your webcam.
a. If you have multiple webcams connected, you may need to click “Change my webcam.”
2. Once you see yourself in the webcam preview, click “Yes.”

& LockDown Browser

STEP 1: TERMS OF USE

Webcam Check

STEP 3: ADDITIONAL INSTRUCTIONS Do you see your image in the window?

STEP 4: GUIDELINES + TIPS \

STEP 5: STUDENT PHOTO

TEP 6: SHOW ID

TEP 7: ENVIRONMENT CHECK

TEP 8: FACIAL DETECTION CHECK

TEP 9: BEGIN EXAM

*If you still don’t see your webcam preview, trying closing Respondus LockDown Browser and make
sure your webcam is fully connected. You may want to test it in another application and/or try restarting
your computer.

Wilmington University | edtech@wilmu.edu 8
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Webcam Recording Check

You are now going to test your video and audio by recording your webcam. During the recording you
will need to be speaking. You could say the alphabet, count, or talk about something else.

1. When you are ready, click “Record Five Second Video.”

& LockDown Browser

Webcam Check

1

Webcam Recording Review

1. Watch and listen to the recording.
a. Ifyou can’t see or hear yourself, click “Try Again” to start over.
2. When you can see the video and hear audio, click “Continue.”

& LockDown Browser

Webcam Check

*If you are still experiencing issues with your audio, you should exit Respondus LockDown Browser.
Check to make sure your microphone is fully plugged in and enabled. Try testing your microphone with
another application and/or try restarting your computer.

Wilmington University | edtech@wilmu.edu 9
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Additional Instructions

1. Read the additional instructions that may be included at this point.
2. Click “Continue” when you are finished.

@ LockDown Browser

Additional Instructions

STEP 7: ENVIRONMENT CHECK

STEP 8: FACIAL DETECTION CHECK

2

STEP 9: BEGIN EXAM

Tip 1

1. Select a quiet location where you won’t be interrupted or distracted.
2. Click “Next.”

STEP 1 TERMS OF Ual 7
1 Select a quiet location where you won't be interrupted or
STEP 2 WEBCAM CH 1 v distracted...

STEP 3 ADDITIONA——
Avoid rooms where children or other people are present

STEP 4 GUIDELINES + TIPS

STEP 5 STUDENT PHOTO |-]: Turn off televisions, radio, music, etc.

STEP 6 SHOW ID

STEP 7 ENVIRONME

STEP 8 FACIAL DETECTION CHECK N
- 2

STEP 9 BEGIN EXAM

Wilmington University | edtech@wilmu.edu 10
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Tip 2

1. Make sure your internet connection is consistent and strong.
a. Use a wired internet connection, if possible.
b. If you are on a shared network, ask others not to stream videos or play video games
online while you are taking the quiz/test.
2. Click “Next.”

Make sure your internet connection is consistent and strong

Run the "Webcam Check" and "System & Network Check” in
LockDown Browser prior to starting the exam.

f your Internet is shared with others, make sure they aren't
streaming videos or using applications that can slow down your
internet connection

Tip 3

1. Place your computer or device on a flat, hard surface such as a table or desk, and sit in a chair
during the exam.
2. Click “Next.”

Place your computer or device on a flat, hard surface such as a table
or desk, and sit in a chair during the exam...

5 =
i P Do NOT place the computer on your lap, a bed, or the floor. Do
NOT lay or sit on a bed/couch/floor.

If using a built-in webcam, avoid tilting the screen after the
TEP 6 SHOW ID : 4 webcam setup is complete.

TEP 5 STUDENT PHOTO

EP 7 ENVIRON\dietuins

EP 8 FACIAL DE

EP 9 BEGIN EXAM

Wilmington University | edtech@wilmu.edu 11
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Tip 4

1. To improve the quality of your webcam video (and reduce flags), avoid wearing anything that
may cover your face (sunglasses or hats with brims) and make sure you are in a well-lit area.
2. Click “Next.”

To improve the quality of your webcam video (and reduce flags),
remember the following...

0 Don't wear sunglasses or hats with brims. Also, be sure to dress
a — d’)[)l();)!ldhﬂ‘y‘ as if you were in the classroom

8O,
B Take the exam in a well-lit room and avoid backlighting, such as
V4 -
sitting with your back to a window.

Tip5
1. Other things to remember:
a. Keep unauthorized items away from you during the quiz/test, like your phone.
b. You won’t be able to access other websites or applications during the quiz/test.
2. Click “Continue.”

Other things to remember.
. Unless instructed otherwise, turn off all other devices (e.g.
phones, tablets, second computers) and place them outside of
- your reach. Clear your workspace of all other materials.
LockDown Browser prevents you from accessing other websites

or applications. You will be unable to exit until the exam is
completed and submitted.

Continue
o

Wilmington University | edtech@wilmu.edu 12
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Student Photo

1. Position your face close to the webcam so it fills the majority of the screen and is clearly visible.
2. Click “Take Picture.”

TEP 1: TERMS OF USE
Student Photo

STEP 2: WEBCAM CHECK

STEP 3: ADDITIONAL INSTE Position your face so it fills most of the picture window below.

Look into the camera and click "Take Picture.
STEP 4: GUIDELINES + TIPS

TEP 6: SHOW ID
TEP 7: ENVIRONMENT CHECK

TEP 8: FACIAL DETECTION CHECK

TEP 9: BEGIN EXAM 2

N

-~

Take Picture [ It's not working

Review Student Photo

1. Make sure your face is clearly visible in the picture.
a. If you need to take another picture, click “Try Again.”
2. When you have a good picture, click “Continue.”

STEP 1: TERMS OF USE v
Student Photo
STEP 2: WEBCAM CHECK v
STEP 3: ADDITIONAL INSTRUCTIONS ./ Position your face so it fills most of the picture window below.

Look into the camera and click "Take Picture
STEP 4: GUIDELINES + TIPS v

TEP 6: SHOW ID
TEP 7: ENVIRONMENT CHECK
TEP 8: FACIAL DETECTION CHECK

TEP 9: BEGIN EXAM

fint
T 4.

Wilmington University | edtech@wilmu.edu 13



Y

Using Respondus LockDown Browser A WILMINGTON

m >
- =8 UNIVERSITY
(Windows/Mac)

Photo ID

1. Hold your photo ID up to the webcam so your name and picture are clearly visible.
a. Acceptable forms of photo ID include Wilmington University student ID, driver’s license,
or other legal form of photo ID.
2. Click “Take Picture.”

STEP 1: TERMS OF USE
Show Identification
STEP 2: WEBCAM CHECK v 1

STEP 3: ADDITIONAL INSTRUCTIONS Hold your identification to the camera and selec
(Only use the type of identification indicated by g m————y

EP 5: STUDENT PHOTO

STEP 6: SHOWID ‘
EP 7: ENVIRONMENT CHECK

8: FACIAL DETECTION CHECK

TEP 4: GUIDELINES + TIPS

STEP 9: BEGIN EXAM

&

[N

2

Review Photo ID

1. Make sure your face and name on your ID is clearly visible in the picture.
a. If you need to take another picture, click “Try Again.”
2. When you have a good picture, click “Continue.”

STEP 1: TERMS OF USE

. ) Show ldentification
STEP 2: WEBCAM CHECK

STEP 3: ADDITIONAL INSTRUCTIONS Hold your identification to the camera and select "Take Picture.’
(Only use the type of identification indicated by your instructor.)

A}

STEP 4: GUIDELINES + TIPS

STEP 5: STUDENT PHOTO

STEP 6: SHOW ID

STEP 7: ENVIRONMENT CHECK

STEP 8: FACIAL DETECTION CHECK

STEP 9: BEGIN EXAM

Wilmington University | edtech@wilmu.edu 14
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Environment Check

Make sure you don'’t have any unauthorized materials around you and that your workspace is ready for
testing. If your instructor approved any additional materials you may use during the quiz/test, be sure to
have them with you now.

1. When you are ready, click “Start Recording.”

Environment Check

7
Start Recording t

Recording Environment

1. Move your webcam or computer (if the webcam is built-in) around your workspace to record the
area where you are testing.
a. If your instructor approved any additional materials, be sure to hold them up to the
camera to show what you are using during the quiz/test.
2. When you have finished recording the area around you where you are testing, click “Stop
Recording.”

Environment Check

Stop Recording i

Wilmington University | edtech@wilmu.edu 15
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Review Environment Recording

1. Watch the recording of your testing environment.
a. If you need to start over, click “Try Again.”
2. When you have a clear recording of your testing area and instructor approved materials (if
applicable), click “Continue.”

TEP 1: TERMS OF USE
Environment Check
TEP 2: WEBCAM CHECK
TEP 3: ADDITIONAL INSTRUCTIONS Watch the ensure it was recorded properly. Then click “Continue
f necessary, select "Try Again" to record another videg 8s
TEP 4: GUIDELINES + TIPS 1
TEP 5: STUDENT PHOTO |
TEP 6: SHOW ID ' 4‘

ENT CHECK

CIAL DETECTION CHECK

1a

Facial Detection Check

1. Adjust the webcam and lighting as needed until you get a green thumbs up for success.
a. You should position yourself the way you plan to be seated during the quiz/test.
2. Click “Continue.”

STEP 1: TERMS OF USE

s . Facial Detection Check
STEP 2: WEBCAM CHECK

STEP 3: ADDITIONAL INSTRUCTIONS f; be well positioned in the video window and clearly visible dusiaaghamuassiiau may
proceed ol sccessful,

STEP 4: GUIDELINES + TIPS 1

STEP 6: SHOW ID iic

STEP 7: ENVIRONMENT CHECK o

[

STEP 8: FACIAL DETECTION CHECK Success!
Click Continue to proceed

STEP 5: STUDENT PHOTO

STEP 9: BEGIN EXAM

N——— 2

I

Wilmington University | edtech@wilmu.edu 16
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Begin Exam

1. Notice the Recording icon in the upper-right.
a. This will remain active until you complete your quiz/test.
2. When you are ready, click “Begin Exam.”

' webcam Check  x

Q[

Begin Exam

K

The exam will now begin. Good lucl
===

Question 1
“Respondus Monitor promotes academic integrity in online exams.”

This is true.

Question 1

Respondus Monitor promotes academic integrity in online exams.

True

—

False

Wilmington University | edtech@wilmu.edu 17
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Question 2

“Respondus LockDown Browser is a locked browser for taking quizzes and exams in Canvas. It
prevents you from printing, copying, going to another URL, or accessing other applications during a
test.”

This is true. While using the LockDown Browser, you won’t be able to access other applications or
websites. You also won’t be able to print or copy.

Question 2 0 pts

Respondus LockDown Browser is a locked browser for taking quizzes and exams in Canvas. It prevents you from
printing, copying, going to another URL, or accessing other applications during a test.

True

™~

False

Question 3

“After an exam is started in Respondus LockDown Browser, you will be able to look up answers to test
guestions on Google and other search engines.”

This is false. The LockDown Browser prevents access to other websites, so you won’t be able to use
Google or other search engines during your exam.

[ Question 3 0 pts

After an exam is started in Respondus LockDown Browser, you will be able to look up answers to test questions

on Google and other search engines.

Wilmington University | edtech@wilmu.edu 18
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Question 4

“The web cam feature lets you take exams from the comfort of your own home, instead of at a testing
center.”

This is true. Thanks to the webcam monitoring with Respondus LockDown Browser, you can complete
exams that require proctoring at home without needing to go to the testing center.

Question 4 0 pts

The web cam feature lets you take exams from the comfort of your own home, instead of at a testing center.

True ~

False

Question 5

“The web cam recording will automatically shut off when a Respondus Monitor exam has been
completed.”

This is true. During the exam, you will see the recording icon in the upper-right of the LockDown
Browser window. However, once the exam is over, the recording will stop and the icon will go away.

Question 5

The web cam recording will automatically shut off when a Respondus Monitor exam has been completed.

True ~

False

Wilmington University | edtech@wilmu.edu 19
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Submit Quiz

1. When you have answered all the questions, you can click the green “Submit Quiz” button.

a. Ifthisis a graded exam and you still have time left in your exam, you are encouraged to
review any questions you still have access to before you submit.

Question 5

The web cam recording will automatically shut off when a Respondus Monitor exam has been completed

-

=

Feedback to Respondus

1.

2.

Now that you have completed the exam, you will notice the recording icon is gone, indicating the
recording has stopped.
Select the option that best describes your experience during the exam.
Provide any additional comments about your experience in the text area.

a. These are comments that are only seen by Respondus staff. Your instructor will not see

these comments.

b. If you have questions or comments for your instructor, be sure to send them a message.

Click “Submit.”

Provide Feedback * \

@B

& LockDown Browser

Your webcam recording is complete!
How did LockDown Browser and the webcam work during this session?
® All went smoothly. No issues to report.
Some minor issues, but nothing

Ouch! | had significant problems (des

Provide feedback to Respondus if you expe:

ructors DO NOT see this feedback

Wilmington University | edtech@wilmu.edu 20
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Review Results

1. Review the details of your most recent attempt on the right-hand side.
a. If there were any short answer questions, your instructor will need to grade those before
you see your final score.
b. If you have more attempts remaining, you will need to exit LockDown Browser and open it
again before you can take another attempt.
2. When you are finished, click the “X” in the upper-right to exit LockDown Browser.

Quizzes > Respondus Practice Quiz (**Webcam®*) - Requires Respondus LockDown Browser + W. 2

Respondus Practice Quiz (**Webcam**) 1 5 Last Attempt Details:
Respondus LockDown Browser + Webc: S Time: 3 minutes

C t Score: Ooutof 0
Due No due date Points 0 Questions 5 Time Limit None ANTent Jome out o

Allowed Attempts Unlimited Requires Respondus LockDown Browser Kept Score: Ooutof 0

Instructions
Unlimited Attempts
This is a practice quiz so you can see how Respondus LockDown Browser works. Please note
ey Quiz so P! Take the Quiz Again
this quiz is not graded. It will simply allow you to test out the software before you use it for a =

Take the Quiz Again

Will keep the highest of all your

graded exam.

Attempt History

Attempt

Exit LockDown Browser

1. Click “Yes” to confirm you want to exit.

us LockDown Browser + Webcam

Points O Questions 5 Time Limit None

n Browser
LockDown Browser (2.0.6.08)

Are you sure you want to exit? (Choose "No” to cancel)

e quUiZ SO Y Yes r works. Please
raded. It will simply allow you to test outy re before you use if

[
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Additional Technical Support

If you are having difficulty with using Respondus LockDown Browser, you can contact the Wilmington
University IT Help Desk. Contact information and support hours are available at wilmu.edu/techres

1. Itis recommended that you call 1-877-708-2905 or use the live chat.
2. Be sure to contact during the support hours.

*Make sure you have a local admin account in order for them to be able to provide you with support.

myWilmU Library Faculy & Staff Safety Contact Us Transfer Request Info Apply Now Search WilmU.edu

A WILMINGTON

Admission
B UNIVERSITY

Academics Tuition & Aid ~ Student Services  StudentLife  Alumni  Athleticc  About WilmU

.
Technology Resources & Support

Get Help 1

Help Desk Online
myWilmU is your hub for online services, courses, and

—_—
(877) 708-2905 / communications

Student Email
More Info

WilmU

Email

Stay in touch with your university email

Faculty & Staff Email
Chat Now

Email Tech Support

Canvas Help
P

“% CANVAS
Top Issues

nagement

© zoom

Live web conferencing for learning

4= kaltura

Record and manage video for

Login Errors
Chromebooks Not Supported

Web Browser Issues with Canvas

8:00 AM - 8:00 PM
8:30 AM - 2:30 PM
12:00 PM — 10:00 PM

Saturday
Sunday

| courses

2

activities and more

More Info

courses and more.

More Info

e T T
" Student Technology Resources
Spring 2021 Support Hours -

Monday — Friday

On-Campus Technology Access
Online Software Access

Purchasing Options

Wilmington University |

Services for Faculty and Staff

(lassroom Technology

Technology Training

Multimedia Services
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